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Project Proposal

Town of Charlotte Firewall
Summary

The town of Charlotte should consider upgrading their current DSL modem/firewall. The following are several reasons to consider the upgrade.
· The current modem/firewall support is limited.
· Proposed Cisco firewall is the next generation of firewalls providing additional 
     features to protect against current threats
· Additional features include web content filtering, Intrusion Prevention Services, AMP malware protection

The firewall hardware only can be deployed during the first year and adding the services when timing is appropriate if budgetary concerns are considered. Cost of the hardware and labor for deployment is a one-time fee, there’s an annual re-occurring cost for the url, ips, amp and support which should be budgeted.
  
Solution(s)
Cisco ASA 5506W-X with Firepower services, please see the following link for a brief video Cisco Firewall 4 minute video 
[bookmark: h.fo3rc1f1vq5u]Granular Application Visibility and Control (AVC) supports more than 4,000 application-layer and risk-based controls that can launch tailored intrusion prevention system (IPS) threat detection policies to optimize security effectiveness.
●   The industry-leading Cisco ASA with FirePOWER next-generation IPS (NGIPS) provides highly effective threat prevention and full contextual awareness of users, infrastructure, applications, and content to detect multivector threats and automate defense response.
●   Reputation- and category-based URL filtering offer comprehensive alerting and control over suspicious web traffic and enforce policies on hundreds of millions of URLs in more than 80 categories.
●   AMP provides industry-leading breach detection effectiveness, sandboxing, a low total cost of ownership, and superior protection value that helps you discover, understand, and stop malware and emerging threats missed by other security layers.



[bookmark: h.qoizyjszsfjp] Cost


	Labor
	Hours 
	Notes

	Project Planning and Preparation
	1
	

	Firewall configuration and deployment
	2
	Static IP address, access-control list

	Deploy virtual PC manager
	2
	

	Configuration of Firepower 
	5
	IPS,AMP,URL filtering

	Troubleshooting
	2
	

	Total
	12
	Cost $100 per hour

	Cost
	$1200
	


[bookmark: h.b9oqhe8285hw][bookmark: h.po6cz5lgyxoc]
[bookmark: h.h9v7kvkogxys][bookmark: h.zo69cqgb3a0]

Please let me know if you have any questions.
Sincerely,

Troy Tsounis
A+,i-Net+,Security+, MCSE+Security, CCNA
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